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Top 10 Reasons to Choose
Firebox® X Peak™ e-Series

Businesses with high-speed, demanding networks need a security solution
that provides the reliability, redundancy, traffic management, and port density
their advanced networks require. They need a Unified Threat Management
solution backed by expert guidance and support; one that simplifies
network security management and that can grow with their changing
business needs. Here’s why the solution is the Firebox® X Peak.™

1. Comprehensive Unified Threat Management

Firebox X Peak provides comprehensive security by integrating stateful
packet firewall, VPN, deep application inspection, gateway antivirus,
intrusion prevention, anti-virus, anti-spyware, anti-spam, and URL filtering into a
single appliance - reducing the time and cost associated with managing
multiple point solutions.

2. Zero Day Protection Out of the Box

Unlike products that rely solely on signature-based scanning, the Firebox X Peak
scrutinizes traffic as it comes into the network for anything that does not
conform to standard protocols, behaviors, and patterns. It inspects traffic at
multiple layers to proactively block fragmentation and DoS/DDoS attacks,
viruses, worms, spyware, trojans, and blended threats, providing Zero Day
protection from attacks during the window of vulnerability before signatures can
be made available.

3. Highest Performance Firebox X

For advanced networks and data centers, the Firebox X Peak offers up to 2
Gbps firewall and 600 Mbps VPN throughput. The eight 10/100/1000 Gigabit
Ethernet ports support high-speed LAN infrastructures and gigabit WAN
connections.

4. Advanced Networking

Firebox X Peak comes bundled with Fireware™ Pro, our advanced
appliance software. Fireware Pro provides multi-WAN load sharing and
interface failover, traffic management and prioritization, high availability,
and dynamic routing. It allows you to intelligently manage resources while
smoothly and efficiently moving traffic through the network.

5. Gateway AntiVirus/Intrusion Prevention Service

This integrated, signature-based security service scans e-mail traffic at the
gateway to block viruses, spyware, and other malware. It also provides in-line
protection from attacks that carry malicious content for an additional layer of
protection against application exploits including trojans, buffer overflows, SQL
injections, and policy violations. In addition, you can block instant messaging
and P2P applications. A single subscription provides network-wide protection for all
users configured behind your Firebox X Peak.
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Stronger Security, Simply Done.™

6. spamBlocker

Our spamBlocker integrated security service relies on real-time detection for
immediate protection from spam outbreaks. Spam is blocked regardless of the
language, content, or format of the message. It's the best service in the
industry at distinguishing legitimate communication from spam attacks in
real time, blocking up to 97% of unwanted e-mails. This service is sold on a per
appliance basis, so one subscription covers all users behind your Firebox X Peak.

7. WebBlocker

WebBlocker is an integrated URL filtering service that enables you to
centrally manage and configure where and when users access the Internet,
drastically reducing exposure to spyware, trojans, and other malicious
Web-based mechanisms. Configure up to 40 Web site categories to stop the
sites and Web tools you most want to block. This subscription-based service is
sold per firewall. Other vendors charge per user, which can be much more
expensive.

8. Port Independence

Firebox X Peak comes with 10 network interfaces that allow you to create
security zones to physically and logically segment your network. Any port can be
configured as Internal, External, or Optional, maximizing port utilization.

9. Model Upgradeable and Expandable

As business needs change, your security investment is safeguarded by
WatchGuard’s unique full model upgradeability. Upgrade to any higher
model within the Peak line with a simple license key. You'll have greater capacity
and performance without the costs of purchasing and deploying new hardware.
You can also easily add additional powerful layers of protection, including
intrusion prevention, gateway anti-virus, anti-spyware, anti-spam, and URL
filtering, by downloading simple license keys.

10. Intuitive Management Console

Firebox X Peak can be easily configured and managed using WatchGuard®
System Manager 8.3. It provides interactive real-time monitoring, secure
logging and comprehensive reporting, icon-based policy management, and
drag-and-drop VPN configuration and logging — simplifying network security for
the IT expert, while providing indispensable ease of use for newer network
administrators.

To find out more about the Firebox X Peak and how it can meet your
network security needs, contact your reseller today, visit
www.watchguard.com, or call 1.800.734.9905.
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