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Real time content inspection

Protects Against the New Cyhercrime Wave
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ggym Today'’s cybercriminals are motivated by financial gain, and their main vector of
Bleser Bezglt attack has become the Web. They understand too well that signature and
sl database reliant solutions are not designed to protect against obfuscated

Viruses Mellssa malicious codes served on compromised legitimate sites, Web 2.0 -based
Remote Conlerncing attacks, and other dynamic attack vectors that use the Web.
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These sophisticated Web-based attacks are specifically designed to hit

-learning ) the “blind spots” of traditional security systems that rely on signatures

——— ActveX Lanirls Trojans or databases (such as anti-virus, URL filtering and reputation based
On-line banking o . merce ATEETE SeCUrity).
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V&E:r:x;s Hacking | yebmail Finjan's patented active real-time content inspection technology scans

e # "  each and every piece of incoming and outgoing Web content, including

ehoolai e Phishing HTTP/HTTPS content, analyzes it in real time regardless of its originating

Websites URL and without signature matching. It therefore detects and blocks

Amortinfostee e B Crimeware, targeted attacks and other malicious web content, also when

CIEDET Hotmal hiding in SSL traffic, from entering corporate networks.
A i Finjan's active real-time code analysis approach is highly effective in handling
Digital Betterint unknown, dynamic and rich Web as well as traditional threats.
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Two-Step Scanning for Enhanced Performance Viruses, Trojans, Worms and Spyware operate at Layers 7 and above
(Layer 8). Finjan offers the only solution that blocks complex attacks
at these levels and delivers best defense against unknown Viruses,
Worms, Trojans and Spyware.

Finjan’s Solution Highlights

= Detects and prevents Crimeware and Web 2.0 attacks ® Integrated dashboard provides instant

despite the advanced propagation techniques and information on the system’s performance and its
anti-forensic methods (code obfuscating, evasive risk level, using an extensive set of graphs and
attacks, random files names and URLs) being used views for quick and accurate insight

® Analyzes each and every piece of incoming and = Supporting Cisco WCCPv2 to ensure
outgoing Web content in real time, regardless of its interoperability with various Cisco systems

originating URL and without signature-matching
u External reporting and logging system provides
m Deep code analysis and true type detection reveal a flexible and scalable data analysis platform for
malicious combinations of individually innocent internal use, audits, and compliance
functionsinspects all inbound and outbound content requirements
including HTTP/HTTPS content
m Assistance in complying with regulations such
m Transparent handling of Web traffic reduces as SOX, HIPAA, FISMA, GLBA and PCI DSS
transmission costs and downloading time
m Forincreased Web 2.0 and productivity control,
m Wizard-driven security policy decision-making URL filtering engines from IBM Proventia Web
system with a single-click rules refinement filtering and Websense are available as an extra
enhancement option
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The Business Impact of Crimeware

Enterprises and organizations are becoming more and more dependent
on the Web for online business applications, access to information, and
communication with the public. This offers cybercriminals lots of
opportunities to invisibly inject and propagate malicious code.
Enterprises, corporations, organizations and governmental agencies
alike realize that they need to adopt a security strategy that protects
their network systems and data from malicious content.

Today'’s cybercriminals use sophisticated Web-based attacks specifically
designed to hit the“blind spots” of traditional security systems that rely
on signatures or databases (such as anti-virus, URL filtering and
reputation based security). Professional hackers use sophisticated
Crimeware to evade signature- and database-reliant security tools.
More and more enterprises realize that active real-time content
inspection is needed to face today’s sophisticated web threats. Unweiling the Cybererime "Food Chain® oot
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Finjan’s Active Real-Time Content Inspection

Finjan's Vital Security™ with active real-time content inspection technology achieves the highest rate of malicious code prevention. Finjan's
secure web gateway solution analyzes each and every piece of incoming and outgoing Web content in real-time, regardless of its original
source, and understands its potential effects before it executes itself. By understanding the true intent of Web content, Finjan’s active
real-time content inspection technology detects and prevents Crimeware despite the propagation techniques and anti-forensics methods
in use.This prevents any malicious Web content from entering or exiting the corporate network, thus protecting enterprises from Crimeware
that may result in severe business damage.
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For Additional Information Finjan - Securing Your Web

For more information, please visit www.finjan.com
or contact our regional offices:
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T e G Y ) Finjan Secure Web Gateway Appliances for Enterprises

Tel: +1 408 452 9700
Email: salesna@finjan.com
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