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1. Introduction

Today'’s cybercriminals are motivated by financial gain, and their main vector of attack has
become the Web. One of the techniques they use is Phishing (pronounced "fishing"), which
relates to Web attacks aimed at fraudulently acquire sensitive information, such as
usernames, passwords and credit card details, by masquerading as a trustworthy entity.

Phishing presents a problem for corporations. If their employees are not protected,
enterprises could be held liable for not putting protections in place to prevent fraud. An attack
could also result in employee login information being compromised, allowing a phisher to get
access to an employee’s network account and thus accessing confidential information.

Phishing attacks use both social engineering and technical subterfuge to steal consumers'
personal identity data and financial account credentials. Social engineering techniques, such
as spoofed emails and fraudulent websites, are used to trick recipients into revealing
personal data such as credit card numbers, account usernames and passwords and social
security numbers.

Phishing attacks lure their targets to a fraudulent site designed to look like one from a
legitimate institution, in most cases a bank or e-commerce company.

Phishing is aimed at obtaining consumers' personal identity data and financial account
credentials for criminal purposes.

The Anti-Phishing Working Group noted that in the December 2007 reports from the field,
phishing attacks spoofed websites of national tax revenue agencies in the United States,
Australia and the UK and, at the same time, previously untargeted segments, such as
motorists associations.

Phishing Reports Received Dec. '06 - Dec. '07

CBEEEEEEEE

Figure 1 — Unique Phishing Reports Received, Dec 2006 — Dec 2007
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2. Phishing Techniques

Cybercriminals lure consumers into accessing websites from companies or organizations
where they have an account, such as banks, shopping sites or community sites.

The legitimate websites are replaced with fraudulent ones that are almost indistinguishable
from the real ones.

These malicious sites contain replaced fake web browser address bars, using JavaScript.
Once the consumer logged in with his account name and number and password, these data
were collected by the phisher for financial gain.

This method was used in the well-documented phishing attack against Citibank.

When clicking on the link provided by the cybercriminal, the user arrived at a page, which
appeared to be a secure HTTPS website. The phisher hid the real address of the site by
exploiting an Internet Explorer-vulnerability related to non-printing characters.

2 [fake address]Welcome to Citi - Microsoft Internet Explorer E‘E‘
Fie Edb View Favortes Tools Help "

€] O - d E" _;\, /7“555r(h ‘»:“\?Favuntes @ reds L4 g M - o 3

Google - v| fpsearchweb = §3  [P4zblacked ' Aurcril [ options
| s ibwreb.da-us chibank.comisigriniciififscritsiema_verify jsp =] @

Cl’t\l Vey:uirf&ymail address

Please verify your e-mail by

your log-in il

ATWIDebt Card [~
(CIN) / Card #
Expiration Date |01 /(2003 v

PIN

Yourintermation is
transmitted using
128bit S5L
ensmyption

Amemberof crtigroud’™

Citigraup Privasy Promise i
Teims & Conditions Citi.com
Copyright ® 2003 Citicorp

&) Done #® Internet
Figure 2 — Example of a malicious phishing website
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Another popular phishing strategy is the deployment of Spyware.

Cybercriminals use Spyware such as keyboard loggers (or keyloggers) to capture information
entered at legitimate websites, such as Internet banking sites.

This type of spyware can be planted on a user’'s computer using a Trojan infection.

Any information the spyware captures is sent to a predetermined computer on the Internet.

A recent phishing scam directed the users’ browsers to a site which downloads keyboard
logging spyware before redirecting the user to the genuine Internet banking website. This
spyware captured the login information entered, and sent this information to the
cybercriminals via a remote computer on the Internet.

Finjan’s active real-time code inspection analyzes the behavior of applications arriving from
the Internet and determines whether they violate the security policy as defined by the network
administrator.

During the summer of 2007, a new phishing technique emerged.

Sophisticated Crimeware is now being deployed to steal bank account information for profit
from financial institutions around the world without leaving any trace behind.

This was covered in Finjan’s Malicious Page of the Month (MPOM) of July 2007

This malware implements rootkit capabilities; monitors Web traffic; changes its behavior
according to the websites accessed by users; as a proxy to intercept users’ Web traffic and
activate customized responses for financial gain.

Its modus operandi:

e Detecting user’s interaction with a login page of a financial institution

e Collecting login credentials and sending them to both the institution’s and the
cybercriminal’s servers over SSL

e Cybercriminal’s server provides the Crimeware with a custom-designed page to deceive
the institution and user

¢ Crimeware runs on the infected user’s PC injects the customized bank page into the
user’s browser

e End users enter sensitive data into the customized page
e Crimeware sends data to the cybercriminal's server over SSL
¢ Crimeware mines the data for financial gain
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3. Finjan’s Anti-Phishing Solution

As shown above, attacks have become more evasive and obfuscated. This poses a
challenge for traditional security, since anti-virus, reputation-based services and URL filtering
solutions were not designed to handle these threats.

Active real-time content inspection protects the networks and vital information assets of
organizations around-the-clock.

Finjan's Secure Web Gateway products utilize active real-time content inspection to
understand the intended criminal behavior of web content. Each and every piece of incoming
and outgoing web content in HTTP/HTTPS/FTP is analyzed in real time regardless of its
originating URL and without signature matching. It therefore detects and blocks phishing
attacks, thus protecting enterprises from any phishing that may result in severe business
damage.

Finjan’s Anti-Phishing Solution combines Finjan’s active real-time content inspection
technology with industry-leading URL filtering engines to provide superior protection against
phishing attacks. Finjan’s Anti-Phishing Solution identifies malicious active content
associated in URLs, and blocks it at the gateway. It therefore provides excellent protection
against sophisticated phishing attacks.

Features include:

e Scans for known hacking techniques, such as replacing the web browser address bar
with a fake one, and proactively blocks such attempts.

e Leading URL Filtering engines categorize known phishing sites and blocks users from
accessing them.

e Protects against phishing attacks that use invalid, revoked or otherwise problematic
certificates by enforcing your organization’s certificate policies at the gateway.

¢ Phishing attacks using SSL-encrypted content are also indentified and blocked by
Finjan’'s active real-time code inspection.

¢ If the fraudulent site also contains malicious Web content (such as Crimeware, Spywatre,
Trojans and other types of malware), such content is detected and blocked by Finjan’s
active real-time content inspection technology.

© Copyright 2008. Finjan Software Inc. and its affiliates and subsidiaries. All rights reserved. Page 4



- ®

finjan

| L vital Security"]

AntI-PhIShlng securing your web

4. Conclusion

Financial gain is the driving force behind the explosive growth of Crimeware such as
phishing, obfuscated code methods, and targeted attacks. Professional hackers use
sophisticated Crimeware to evade signature- and database-reliant security tools.

Website content is becoming more and more volatile and domain names can be set up for
brief periods of time. As a result, “keeping track” of the malicious content has become
extremely difficult. Attempts to pattern malicious code and create signatures, or to categorize
known malicious sites, are not enough to sufficiently defend against the wave of dynamic
Web threats. It is clear that an additional security layer is needed.

Evasive Crimeware attacks are hard to stop by products designed to prevent employees from
visiting known non-productive sites (URL filtering), known malicious sites (reputation
services) or downloading known malicious programs (anti-virus).

The answer is the use of real-time content inspection techniques.

More and more enterprises and organizations are looking at a multi-layered approach,
consisting of real-time security and reactive (e.g., sighature-based) IT security technologies.

Finjan’s Vital Security™ with active real-time code inspection technology achieves the
highest rate of malicious code prevention.

Finjan's secure web gateway solution analyzes each and every piece of incoming and
outgoing Web content in real-time, regardless of its original source, and understand its
potential effects before it executes itself. By understanding the true intent of Web content,
Finjan’s active real-time content inspection technology detects and prevents Crimeware
despite the propagation techniques and anti-forensics methods in use. This prevents any
malicious Web content from entering or exiting the corporate network, thus protecting
enterprises from Crimeware that may result in severe business damage.

5. About Finjan

Finjan is a global provider of secure web gateway solutions for the enterprise market. Our
real-time, appliance-based web security solutions deliver the most effective shield against
Web-borne threats, freeing enterprises to harness the Web for maximum commercial results.
Finjan’s real-time web security solutions utilize its patented behavior-based technology to
repel all types of threats arriving via the Web, such as Crimeware, phishing, trojans,
obfuscated codes and other malicious codes, thus securing businesses against unknown and
emerging threats, as well as known Crimeware. Finjan's security solutions have received
industry awards and recognition from leading analyst houses and publications, including IDC,
Butler Group, SC Magazine, eWEEK, CRN, ITPro, PCPro, ITWeek, Network Computing, and
Information Security. With Finjan’s award-winning and widely used solutions, businesses can
focus on implementing Web strategies to realize their full organizational and commercial
potential. For more information about Finjan, please visit www.finjan.com.
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