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Percentage of top 50 threats that expose confidential information

Spyware has evolved from an online nuisance to a dire web threat.
Cybercriminals use Spyware programs to hijack users’ sensitive personal information at will for profit.
Spyware distributors use evasive techniques to avoid detection. Spyware presents a problem for corporations. 
If their employees’ machines are not sufficiently protected, Spyware attacks can result in employee login 
information being compromised, allowing access to the employee’s network account and thus accessing 
confidential and business information.

Powerful reporting and logging capabilities 
empower enterprises to monitor ROI and trends, 
and to adjust security policies as their business 
evolves

Support of Cisco WCCPv2 and ICAP standards 
ensures interoperability with various networking 
and caching systems

Integrated dashboard provides instant 
information on the system’s performance and 
risk level, using an extensive set of graphs and 
views

Supports compliance with regulatory initiatives 
such as SOX (COBIT) DS5, PCI DSS 1.1, GLB Act, 
HIPAA, and FISMA

Proactive real-time content inspection 
solution that detects and blocks both 
unknown and known Spyware

Comprehensive solution, including 
Anti-Spyware, Anti-virus and URL filtering

Centralized web-based management and 
single point of provisioning for reduced TCO

Wizard-driven security policy 
decision-making system, with a single-click 
rules refinement enhancement, to easily set 
up and manage security policies

Stops Spyware In Real-Time at the Gateway

Solution Highlights

Active real-time content inspection protects the networks and vital information assets of organizations 
around-the-clock. 
Finjan’s Secure Web Gateway products utilize active real-time content inspection to understand the intended 
criminal behavior of web content. Each and every piece of incoming and outgoing web content in 
HTTP/HTTPS/FTP is analyzed in real time regardless of its originating URL and without signature matching.
It therefore detects and blocks Spyware (also when hiding in SSL traffic) from entering corporate networks. 
It thus prevents malicious web content from entering the corporate network, thus protecting enterprises 
from Spyware that may result in severe business damage.

Anti-Spyware Solution
Proactive Spyware Prevention at the Gateway

Cybercrime is booming and money is the driving force behind the growth of targeted 
attacks against corporate networks that steal business data that can e sold on to other 
criminals. 
Cybercriminals use the web as a highly effective attack vector for a wide range of 
illegitimate and malicious activities, including identity theft through keylogging, 
financial fraud, espionage, and intelligence gathering.

Security vendor reported that 51% of the malicious sites found in the second half of 
2007 where legitimate sites that were compromised by attackers. They also point out 
that these sites pose a significant risk to companies who rely on website reputation 
to protect their users. 
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How Finjan Protects Your Business
Assets from Spyware

Finjan’s comprehensive and fully integrated Vital Security™ Web 
Appliances leverage patented active real-time Security technology to 
achieve the highest level of protection against incoming and outgoing 
Spyware.
This solution protects your organization without compromising 
productivity or performance. Finjan’s solution lets you avoid the 
potentially devastating damage and costs resulting from Spyware, 
including theft of intellectual property, confidential information or 
violations of customer privacy. 

Blocks downloads, silent installations and automatic 
launch of Spyware (including drive-by downloads) 
performed during web browsing

Blocks malicious content matching Finjan’s extensive 
list of known Spyware behavior profiles

Prohibits access to and downloads from known 
Spyware sites based on Finjan’s URL blacklists 

Detects and blocks Spyware that tries to access
local information, files, user details, registry and
other local resources to prevent collection of personal 
information

Detects installed Spyware (on previously infected 
machines) trying to access the Internet and blocks
it from sending back “spied” information to its home 
site using integrated URL blacklist functionality

Detects and blocks Spyware that tries to exploit known 
vulnerabilities

Detects Spyware attacks that use SSL-encrypted 
content which are invisible to most standard gateway 
scanning applications 

Protects against Spyware attacks that use invalid, 
revoked or otherwise problematic certificates by 
enforcing your organization’s certificate policies at the 
gateway 


